
Quick Guide: Ethical Best Practices in 
Telehealth 
Objective: To provide clinicians with guidelines for maintaining ethical, legal, and professional standards in telehealth 

and virtual counseling. 

Ethical Issue Best Practice 

Ensuring privacy in virtual sessions. Conduct tdehealth in secure, soundprooflocations and use encrypted, 

HIPAA-compliant platforms (e.g., Zoom for Healthcare, Doxy.me, 
SimplePractice ). 

Managing crisis situations in remote care. Establish emergency contact procedures, conduct risk assessments, and 

identify local crisis resources before beginning treatment. 

Informed consent for telehealth. Provide a clear telehealth consent form outlining confidentiality, limitations, 

and emergency protocols. 

Verifying client identity and location. Confirm client identity and current location at the start of each session for 
legal and safety purposes. 

Handling technical issues ethically. Have backup communication methods (e.g., phone calls) in case of 
connectivity issues. 

Ensuring cultural and accessibility considerations.Offer language interpretation, closed captions, or alternative formats to 

accommodate diverse client needs. 

Maintaining professional boundaries. Avoid conducting sessions from public or casual settings and reinforce 
professional virtual presence. 

Storing and documenting telehealth sessions. Follow HIPAA and state laws regarding recording, documentation, and 

storage of session notes. 

Steps to Strengthen Ethical Telehealth 
Practices 
Establish Clear Telehealth Policies: 

• Ensure clients understand telehealth protocols and limitations.

• Obtain written informed consent before starting remote care.
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